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ALGUNAS DEFINICIONES... deploying ideas

“DevSecOps, es una practica de desarrollo de aplicaciones que automatiza la
integracién de la seqguridad y las practicas de seguridad en cada fase del ciclo de vida
de desarrollo de software (SDLC), desde el disefo inicial hasta la integracién, las
pruebas, la entrega y la implantacion.”

“‘DevSecOps es una metodologia que integra procedimientos de seguridad y pruebas
desde el comienzo mismo del ciclo de vida
de desarrollo de software y fomenta la colaboracidén entre todos los equipos, para
acelerar de forma segura y eficiente la produccidn de software.”
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GITLAB - 2024 GLOBAL DEVSECOPS REPORT deploying ideas

Al is a core part of software development Software supply chain security is key

o 7 8 % b 6 7% Do you currently measure developer productivity

of respondents said they are currently using of developers said a quarter or more of the code they work on is within your organization?

Al in software development or plan to in the from open source Ebraries — but only 21% of organizationsare

next 2 years, up from 64% in 2023 curently using a software bill of materials (SBOM) to document 150/
o/ \_/, the ingredients that make up their software components 0

We wantto measure

36% ':?.;‘.';':I:;".‘foi“"

Organizations are serious about automation
Yes, but we

N o think our 6%
6 7 /O Top IT investment priorities in 2024 measurements We don't
are flawed measure

developer

1%

Don't know

of respondents said their software development
ifaoycle is mostly or complstely automated

. Security
. AI

DevSecOps platform

=/

The toolchain struggle is real

) 64%

' of respondents said they want to consolidate
N

. Automation

g DN NN

. Cloud computing
their toolchain

42%

Yes, and we are happy

with our approach
“ https://about.gitlab.com/developer-surve

y/




BENEFICIOS DE LAS PLATAFORMAS DEVSECOPS

Una plataforma DevSecOps ayuda a:

Reducir el esfuerzo
de investigaciones

en Seguridad.

Empoderar a los
equipos para
solucionar
vulnerabilidades
antes en el SDLC.

Reducir el costo
de licencias y

gestion de
herramientas.

Permitir identificar
problemas que

podrian danar la
marca y romper la
confianza del cliente.

Top benefits of DevOps/DevSecOps, according to C-level

executives

9
34%

More secure
applications

267

Greater developer
productivity

©
26%

Improved time
to market

</>

267

Better code
quality

%
26%
Happier team
members
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Reduccion de la
responsabilidad legal

relacionada con las
violaciones de la
seguridad.
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ESTABLECER UN PROGRAMA DEVSECOPS ESCALABLE deploying ideas @

Un programa DevSecOps debe:

e Permitir la creacion de codigo seguroy

eficiente. Mitigacion de
Riesgos

e [Establecer un proceso de creacion de
software seguro

e Permitir una colaboracion constante

e Mejorar el time to market Gobierno

e Automatizable

e Gobernable




DevSecOps con GitLab
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GITLAB, LA PLATAFORMA DEVSECOPS deploying ideas @

GitLab es una plataforma DevSecOps Unica para las
necesidades de desarrollo, seguridad y operaciones
en el proceso de desarrollo de software.

Confianza: Unica fuente de la verdad para todos
los equipos

Velocidad: Simplifica el proceso quitando al
equipo de Seguridad del camino critico

Profundidad: Pasar del cumplimiento puntual a
un proceso de aseguramiento continuo

Cobertura: Mayor variedad de herramientas de A single
mitigacion de amenazas application

Cumplimiento: Facilita la colaboracién para la
priorizacion y resolucion de problemas

“ GitLab reune todo el ciclo de vida de desarrollo de SW en una unica aplicaciéon impulsada por IA
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MAYOR COBERTURA EN EL SDLC
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Secret Detection

License Scanning

Coverage-guided Fuzz Testing

Dependency Scanning

Container Scanning

API Security
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Operational Container
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GITLAB, RECONOCIMIENTO COMO LiDER DEL MERCADO deploying ideas @

Figure 1: Magic Quadrant for DevOps Platforms

2024 Gartner® Magic Quadrant™ for DevOps

Platform CHALLENGERS DER
.GnLab
: @ ©® Mot
GitLab fue nombrado lider en el Cuadrante g hssion
Magico de Gartner® del 2024 para plataformas @aness
DevOps por segundo afno consecutivo.
cm&cv:f.
R(‘dHix.
Bukﬁu’.e.
o Amazon Web Services
JetBraim.
B COMPLETENE.Ssl-a;.;Ié-Id; . . > As o;Mav2024# ( Gartner, Inc

u Gartner




GITLAB, RECONOCIMIENTO COMO LiDER DEL MERCADO

2024 Gartner® Magic Quadrant™ for Al Code Assistants

Gartner define a los asistentes de codigo
mediante |IA como herramientas que ayudan
a generar y analizar el codigo, ademas de
ayudar en otras tareas del proceso de
desarrollo del software.

Los asistentes de codigo mediante el uso de
|A aumentan la eficiencia de los
desarrolladores de software, minimizan la
carga cognitiva, mejoran la resolucion de
problemas, aceleran su ritmo de aprendizaje
y fomentan la creatividad

epidata

deploying ideas
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EPIDATA - EQUIPO CERTIFICADO

& GitLab
Q Select
Partner
@ 6 a & GitLab
m Professional

Services Partner

Certificaciones GitLab de Solutions Architect y
Professional Services Engineer (PSE).



DevSecOps con DataDog
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OBSERVABILIDAD: DEVSECOPS PARA OPERACIONES

DATADOG

# B Security Monitoring Overview v cione bashboard

2

Ssource * v $service * v Seny * v Sseverity * w

Security Signals overview

Security Signals over time
800

Nov 29 Decd

INFOs LOWs MEDIUMs

3

Security Signals by Rule
8.65K Credential Stuffing Attack
3.10K  Account Take Over (ATO)
716.00 Lacework Detected Malicious File
714.00 ' High CPU Usage
654.00 Instance Resolved an [P on a Threat Intel List
400.00 AWS S3 Buckets Enumerated
400,00 AWS 53 Buckets enumerated
397.00 AWS EC2 Instance Communicating With a Cryptocurrency Server
397.00 AWS EC2 instance communicating with a cryptocurrency server
344.00 AWS EventBridge rule disabled or deleted

Security Signals by entities
1.59K | *i0cf8a64af62989629"|

800,00 |"arn:aws:srs:172507598159:as5umed-role/admin/i-0cfBa6aaf62..
682.00 [“internal_app®, "admin®}

657.00 [*83.97.2030"]

24.00 ["ruby", “admin®]

21.00 [“internal app®, "Logan.Williams"]
19,00 |["internal_app®, "Joshua Moore*]
17.00 [“internal_app®, "Christopher_ jones®]
16.00 ["internal_app®, "Dylan.Moore*]
16.00 ' [“internal app®, "jeremy.johnson®]

Security Signals by Source

11,39

207K
794.00
716.00
714.00
714.00
654.00
393.00

64.00

45.00

Dec 20

HIGHSs

guardduty

lacewiork

datadog
metric_alert_monitor
routes3

ruby
runtime-security-agent
okta

Security Signals by class

15.38K attack

714.00 anomaly

685.00 threat-intel

16.81K
za Unigque Rules
200
AT T T

Dec 13

imo Past 1 Month

epidata@®

deploying ideas

- «mn Q

(G W -

Security Signals related to entities

Security Signals related to IPs
8.65K Credential Stuffing Attack
2.20K  Account Take Over (ATO)
654.00 Instance Resolved an IP on a Threat Intel List
400,00 AWS 53 Buckets Enumerated
400.00 AWS 53 Buckets enumerated
344.00 AWS EventBridge rule disabled or deleted
194.00 AWS GuardDuty detector deleted
187.00 AWS EC2 subnet deleted
181.00 AWS RDS Cluster deleted
172,00 AWS ECS cluster deleted

Security Signals related to Users
3.10K Account Take Over (ATO)
344,00 AWS EventBridge rule disabled or deleted
194.00 AWS GuardDuty detector deleted
187.00 AWS EC2 subnet deleted
181.00 AWS RDS Cluster deleted
172.00 AWS ECS cluster deleted
171.00 AWS Flowlegs removed
4.00 Successful Login from IP on Threat Intelligence List
2.00 Credential Stuffing Attack
2.00 User Logged in From IP on Threat Intefligence List

User Names with Security Signals
708.00 admin

41,00 Joshua Moore
37.00 jJonathanjohnson
35.00 Anthony johnson
33.00 Christopher jones
32,00 Justin.Wilson
28,00 Walter.Smith
27.00 Alexander,Wilson
27.00 jJeremy.johnson
26.00 ZacharyWilson

Security Signals related to AWS

400,00 AWS S3 Buckets Enumerated

400.00 AWS 53 Buckets enumerated

397.00 AWS EC2 Instance Communicating With a Cryptocurrency Server
397.00 AWSEC2 i G with a cryp! y server
344.00 AWS EventBridge rule disabled or deleted

194.00 AWS GuardDuty detector deleted

187.00 AWS EC2 subnet deleted

IPs with Security Signals
654.00 172.30.21,150
25.00 83.97.2030
23.00 129.224.148.145
21.00 105.8.252.183
20.00 662443225
17.00 56.172.229.245
16.00 132,171.82.41
16.00 143.61.204.70
16.00 25411624236
16.00 41.253.178.242

User IDs with Security Signals

2.00 sarah.madison@gn

User Emails with Security Signals

3.00 sarah.madison@gmn

AWS accounts with Security Signal:
825.00 1172597598159 le/adm
18.00 arm:aws:iam::1725975%98159:user/Jonathan Jo!
16.00 arn:aws:lam::17259759815%:user/Dennis.Wilsi
14.00 arnaws:iam::172597598159:user/joshua Moo
13.00 arn:aws:lam::172597598159:user/Alan.Davis
13.00 arncaws:iam::17259759815%:user/Anthony Joh
13.00  arn:aws:lam::172597598159:user/Christoohe:




DevSecOps con Appdome
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SEGURIDAD EN APLICACIONES MOVILES CON APPDOME deploying ideas

Es una plataforma SaaS de seguridad movil que utiliza una tecnologia de inteligencia artificial
patentada para impulsar un servicio autogestionado de facil uso que cualquiera puede utilizar para
experimentar una nueva seguridad movil, y estar protegidos contra amenazas, fraudes y cuenten
con autenticacion empresarial, control de accesos, UEM/ MDM/ MAM y mas, para cualquier
aplicacion de Android e iOS al instante.

P

-~

BUILD MONITOR RESPOND

appdome e M. -—.... N ... S
int products by using machine learning te Center™ delivers enterprise-grade visibil provides cont )
code any 300+ mobile app security, ty, transparency and control a the response for 1,000s of thre nd
nti-fra liware, anti-bot, geo neire mobil aPf derense e. in 17 attack categories. W 1D L
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